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> Mr • R «L, Lovrj.s 
"S* • - , Vice President,, Administration 

■ LTV Electrosysteas, Inc. 

P.C. Box 6113 

. - Dalian, Texas tydZZ \ 

pear Mr, Lewis: ■ 

y °" Pn,EOTt mst >*'considered 


The pertinent Pacts submitted arc as follows* 
MTV Elcctrosysti-xn, Inc. is 



app^Sto?- ? l So Utt /j- a i l JJ V- cc vhJxh hasTpopiaation of 

and is-the only'to^ vrithS! cSStin^JstSJo!. ^°® ^ inst:0 ;^ ;i 

. Because the installation operates bn a 21-hcur bf*i- tho h <s 
Govermont requires all prime contractors and Wr ^ontr^-^I 
employees to be available for duty at any tPe i 7 • 

*» f**'*i'S assigned to thorn by the U.S. Gove*v - S T” liVo 

assigned roomS in BCQ»s on the instnil^i on" ctChclo, ' s are 
assigned specific houses in Alice Sarin •— ’ r “ t-113,ad employees arc 

availability 0 f all trio-V it <£> ! ncccl for 
those for married ^ 

live or/thc installstion ^ 

assigned to < hr- t,. v!*‘ -v V t,u,t C: vl f v ees lxve m the ouartars 

W not'cloct a\c :;S I,"oicS:„f"S liou or^lrtSrSfarf not $£%'> 
0 ee„o, jutvoue or katta houses or opartaoato on their o,:n. * *" ’ ° 

othorSo 1 ”"-??. °i ' R ? vor - uo Cc:is tl»i, ujiloso 

courco SnCKn ° tKa ' • ,at -' cr 

* ..uv^.u...... * w %,xoii xoj? sorvxcec. 
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8han S S t exclS-J°^ the C ° dC i . >rovidco > if > Pertinent part, that there 

f^,“7 b V ^ w"i f gross uwsic of •» employee the valve of anv 
lodging furnished to hi;i by his .•> **t . uc 0i a -V 

valuc S of t lo''--j'^' 1 f 1 ^ C - ) °if‘ e I,,co - e T?x ^gulations provides that th 
cludod {*r* K ^ fu : nir,iled to an employee by tho employer shall bo ex- 
lu cd from vhc employee's gross income if these tests are nets 

^Plo£er^ 0dein2 iS furniohed dn the business premises of the , 

^Ploycr^d" 2 iS " UrniShCd f ° r the lenience of tho ; 

condition^o^M c * S n requir ? d to ***** such lodging as a 
cono.io.ion ox his employment, 

.. based solely on the representations made. vc conclude th-i. 
throe tests are met. Compare Kxample (?) 0 f section 1 I P i t) S°?,° 
Regulations. Tneroforc, the value of the lod^in^ furnWhoi f? ^ t l6 
employes, cither in tho installation tamieK°in t,t ' l ?/ 

1. excludable fro. th, erose income of eieh oxpiojoe^ V h ° #,M 


Sincerely yours, 

• m 


tl fCs. 


Chief, Corporation Tax Branch 
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iv.r. V. r .?. Ccch rap* 
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Collins itsdio Company 
Do lias, Texas 75207 


— Dear Kr» Cochran: 



^XTicnz jc’ac to 


itcd aro as follows: 


Under a cor.tr.' 


GoveKnitt fv'"'T Yf C0;3 P ar *y ^ '**© Waited States 

on a —-P, P” w * employees of this company work ’ j i 1 +•;.... 

■9» 0ovcK ' : '“- in=wrut:Lo:i f. 

tho nearest city or any siao 'c'cceS^-'S aj ?? roiC V i ‘ at ' ol i r IjODO miles ire;;; 
population or auoroximatei.' 9 000 * "siicn^- °i )rir ‘*p, vaiich has a 
installation urd is ~ ,Y/ i „Y .^ co **W»C« is ip miles Iron the 
' ‘ v “ w °“' 1 ^ ‘ ,0,vn wit/un commuting distance. 

**lo;S^^ a bai-dus ana thane ' 

they live in ‘ W tx ’ r ‘ c ^ it ^ necocsn^ tint • 

. So SSYrYY£ ?S‘ n; 

^lalYY —- Y — -Y *? uld b0 011 «*> except that seourlwv • 

n<. !'. w ZJ f«w»iiy :ae.aoora of the corw«; ,,.../i, ., .'*' 

and aro not allowed to lease, "ourchSo SS-ild 0 *^ 0 *" l5,cu 

their own. 4 1 aruia-o or oaala nousoo or apart.w.w on 

ovho^^S^-S . tho ; L ' itor * ial Code provides that -anv. v; 
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S^Pwioa ,tl9^cf the Cods providos, in pertinent tart, that there 
-^.S^oss income of an employee the value oh any 
iU r ri T :;ca " i0 n “ ,i -'*-'- s employer for the convenience of tha 
• v ^+?^ c C** ~ : : *‘ iC ^'y-oyco is required to accept each lodqlv; 

on tr.G yusiaess preaiscs of his employer as a condition of hip e:;7ic-y 

2X»3rtw# . — '* 


A v ~°a .-•-U9-i(o; of the Inccno Tax Regulations provides that t) 
* odi >f l ' z i«rr4shed to an employee by the employer shall bo on- 
ciUweu J.ru .0 une cnpxoyso's gross income if three tests are wet: - 

*Ti ■"'““'•-■"o ^- s furnished on the business promises of 
tao employer, 

2 . Tne xoeging is furnished for the convenience of the 
employer, and. 

3 * o.»o e.nployee ns required to accept such lodging as 
• a condition of nis employment. w 

Based solely on the representations m ado, wo conclude that these 

i£Sa«^ **%?*-» Cou £ ire ( 7 ) of section 1.119-1(0) of the 

value of the lodging furnished to your 
employees eiw.or in' tne installation barracks or in the city houses 
is oxcludao.i.c iron tne gross income of such employees. 


employee 
Sine o roly yours, 

A 

Chief, Corporation Tax, Branch 


// ' 1 /; (. Irf 

V<* A-u^*** - *<•/ i kj 


.Y$’ • • 


t ■ i 


'y.;v.ar^ 
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Dallas. Texas 75207 Area Code 214 


235-9511 Cabie: COUNRAO DA 

January 22, 1971 


Commissioner of Internal Revenue 
Attention: Mr. Erskine H. Hatfield 
Washington, D. C. 20224 

Dear Mr. Hatfield: 

Government^five^^S^citizen'^emplovees^f^t’ 11 ^ 3 " d the Urn ' ted States 

on a joint Australian-United staticrf f tniS com P an y work full time 
The installation is ?n a JemoL focaUon^ ns ?”«« 0 " 1" Australia, 
the nearest city of any size cxceS a PP rox ™ a tely 1,000 miles from 
lation of approximately 9,000. Alice SDrinn« e <c P ii n ' 9 -i Which has a P<>PU- 

a ^ 10n a " d 1* only^town Sithfi SLSSSTdS^cS! ,eS tte 1ntaU : 

employees must"be aval 1 SblS' 1 iSr 1 duty P St a |Sv t" 9 2 ?I h ? ur basis and these 
they bye in quarters assigned to t^Tb^the TV V S necessar y that 
are assigned rooms in BOQ's on the inSVaiV?? U ‘ S : Governm ent. Bachelors 
assigned specific houses in AliJe Soring and marn 'ed employees are 
ability of all employees is such thSI If?* t need for Mediate avail- 
married employees, would be on the base IxJent ,nclud1n 9 those for 
do not permit family members of the comoa^'f VT securit y regulations 
installation. It is a condition^ company s employees to live on th« 

allowed to lease, purchase or build 

The bfchelJlfqJartel^were «ns trulta/'jf’fn'*?' n : United States facility, 
and the houses by the Australian rm»r ^ Grn t ed States Government* 
and Australian employees. Bachelor auartpm °^ cu P anc y by both American 
Alice Springs are rent free to tho rL te r s n 11 cbe base and the houses in 
and furnishings included. In accordancrjIith^Anrr 3 ! • e " lp J° yees ’ utilities 
the company's Australian employees are chaiT/saTT" GoveiTO "t policy, 
houses including furnishings and utilities 9 whirhV 5 ° P<?r Week for the 
those supplied rent free to American emni«’ whlcb b°V ses ar e comparable to 
rent for about $A35.00 per week not inri/n^^i Slmilar houses in the town 
We are advised that the Ausl?rllian GoJernmln? ^T 1 " 98 a " d utilities 
about one-half of the rental value G ?ike theVTT t0 Aust ralians of 

of free housing, is paid in recognition of h thp’ho l ',c^ OVer I! ,nent,s P rovisi '°" 
requirement to live In 
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Mr. Hatfield ? 

. January 22, 1971 

as income th| X dmeronce\et^n°thrvalue of Stral j an em P lo yees to report 
although Australian 1ncome rax ?aw pro” des th^ a l erS ‘S',™ 4 P aid > 

supplied by an employer is taxable income. that the value of ]od 9 in 9 

quarters the of the »«»<='<>-• 

under these circumstances must bP rlfi V° 0Ur American employees 
We understand that the Australian rZl l nCOme for tax PurpoJes. 
of Australian taxation ofW can ZZ T* h -l advised that for purposes 
the quarters in the same^ mfnne7as S ll J° ul f treat the va1ue of 

Service does. ds the Jniued Sta tes Internal Revenue 

able incomef weTeqdest^Conference S Drior tiTth* 1 - 6 ° f quarters ^ tax- 
ruling. M d conTerence prior to the issuance of the final 

Yours very truly. 



WPCrlm. 

cc: J. Morrison, Jr.^ 
E. C. Christerson 


W. P. Cochran 
Manager, Tax Department 
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Commissioner of Internal Revenue 
Attn: Mr. Erskine H. Hatfield 
Washington, D. C. 20224 


1. This Company is a subcontractor under a prime contract with the 

United States Government and has about thirty-seven enployees of the 
Company working on a Joint Australian/U.S. Government installation in 
Australia. The installation is in a remote location approximately 
1,000 miles from the nearest city of any size. The largest town nearer 
t0 . w !? e a ^* on ^ ce Springs, which has a population of approxi¬ 

mately^,000. Alice Springs is 15 miles from the installation and is 

tne only town within commuting distance. 

2. Because the installation operates on a 24-hour basis and employees 
must be available for duty at any time, the Company's contract requires 
uiat employees live in quarters assigned to them by the U. S. Government. 
Bacnelors are assigned rooms in BOQ's on the installation and married 
employees are assigned specific houses in Alice Springs., The need for 
immediate availability of all employees is such that all quarters includ¬ 
ing tnose for married employees, would be on the base except that security 
regulations.do not permit family members to live on the installation. It 
is a condition of enployment that employees live in the quarters assigned 
*.0 them. They are given no choice in selection of the quarters, may not 
elect a cash allowance in lieu of quarters, and are not allowed to lease, 
purchase or build houses or apartments on their own. 


3. The installation is a joint U.S.-Australian facility. The bachelor 
quarters were constructed by the U.S. Government and the houses by the 
Australian Government, for occupancy by both American and Australian 
employees. Bachelor quarters on the base are rent free to both Australian 
ana American employees and the houses are rent free to American enployees. 
•*n accoraance with Australian Government policy Australian employees are 
charged rent of $17.50 per week for the houses. Similar houses in the 
cowr. rent for about $35 per week. The Australian Government subsidy to 
Australians of about one-half the rental value, like the U.S. Government's 
provision of free housing, is paid in recognition of the housing shortage* 
ana tne requirement to live in assigned housing. The Australian tax 3 
aepartmer.t does not require Australian employees to report as income the 
oifference between the value of quarters and the rent paid, although 
Australian income tax law provides that the value of lodging supplied 
by an employer is taxable income. 
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[ U ' inS ? s t0 whether the va,ue ° f the >>«"*,or 
quarters on base or houses in town supplied to our employees under 

Austral!In U r' StanCeS mU u t be considered income for tax purposes. The 
Australian Government has advised that for purposes of Australian taxa- 

t.on of American employees, it will treat the value of the quarters In 
.he same manner as the United States internal Revenue Service does. 

« rilne£tfiri*™?.r; ,1n3 H th,t “ e value of deters is taxable, 
we respectful .y request a conference prior to issuance of a final ruling. 




Very truly yours 


Robert B. Corpening 
General Counsel 
TRW Systems Group 




LLzj^u 


• L-ECTfROSY £_ Lz. /V> izi, t /V C. 
GARLANO O/V//S/O./V 


* a 50 * 6 //tf 

/VUMS TEXAS 751/2 
AREA CODE ?u 
GROAQiVAr 6 Ttft 


15 December 1970 
4-60000W/0L-58 


Commissioner of Internal Revenue 
Washington, D. C. 20224 

Attn: Mr. Erskine H. Hatfield 

« ‘ 

Subj: Request for Ruling 

Gentlemen: 

th^ f. le ® tr ® s y stems » Inc ; l* « subcontractor under a prime contract with 

Z nfulYt^T^ State Y nd Australian Installation XuIlU. 
installation is in a remote location approximately 1,000 miles from 

I**" The , I "« e “ “srer » «>« Installation 
Snrfo.r ( ! P ?t 8 !f h i Ch h *f * P°P u i Btl on of approximately 9,000. Alice 
eommucln^dutence! installation anO i. th. only toon .Ithl. 

. f 

Because the installation operates on a 24-hour basis, the U. S. Government* 
requires all prime contractors and their subcontractors’ employees to be 

tl a ^ abl h f ?K d n ty c a Y ny tlme * nd that ero P l °y ees Uve In quarters assigned 
to them by the U. S. Government. Bachelors are assigned rooms in B0Q’s on 

the installation and married employees are assigned specific houses in 
Alice Springs. The need for immediate availability of all employees is 
such that all quarters, including those for married employees, would be on 

n!L b « Se .-K XC ? Pt ! 6CUrlty re 8ulations do not permit family members to 

ive on the installation. It is a condition of employment that employees 
live in the quarters assigned to them. They are given no choice in 
selection of the quarters, may not elect a cash allowance in lieu of 
quarters, and are not allowed to lease, purchase or build houses or apart¬ 
ments on their own. • p 

The installation is a joint U. S. - Australian facility. The bachelor 
quarters were constructed by the U. S. Government and the houses by the 
Australian Government, for occupancy by both American and Australian 
employees. Bachelor quarters on the base are rent free to both Australian 
and American employees and the houses are rent free to American employees, -t 
In accordance with Australian Government policy Australian employees are 
charged rent of $17.50 per week for the houses. Similar houses in the town 
rent for about $35 per week. The Australian Government subsidy to Australians 
of about one-half the rental value, like the U. S. Government’s provision of 
free housing, is paid in recognition of the housing shortage and the require¬ 
ment to live in assigned housing. The Australian tax department does not 







I 




4-60000W/OL-58 
15 December 1970 


equire Australian employees to report as income the difference between the 

III % Tl* 3n ? thG rCnt Paid » although Australian income tax law 
provides that the value of lodging supplied by an employer is taxable income 

We request your ruling as to whether the value of the bachelor quarters on 
° V houses in town supplied to our employees under these circumstances 
ba aansi^ered income for tax purposes. The Australian Government has 
*; f ° r P«tP<>ses of .Australian taxation of American employees, it 

p the va i ue ? f fc i e garters in the same manner as the United States 
Internal Revenue Service does. 

If your tentative ruling is that the value of quarters is taxable income, 
we request a conference prior to issuance of a final ruling. 

Very truly yours. 


K. L. Lewis ^ 

Vice President, Administration 

RLL/gg, 










IwCornaS CsGiyewtso OorusGo 

^7a©CDfloD@G®oO{, ®(§ 

Date: , 1 

I In reply refer to: 

December 29. 1970 | TiltQ 

• ^ • R# L| Lewis 

LTV Electroi;yfltca8, In©* 
f« 0 » Box 6118 
Dallas, Texas '75222 ' 


Dear Kr. Levis: 

This Is to to, you know that we hu,o tocelwd you, ta,ulry o l n .— V - r lf> 
We will send you a reply as soon as possible. 


1970. 



Very truly yours. 

Sc*\ c C k 

Q&p-TO&ta ©w 

C 'tv \? (t) 

CWO j 


rotm 37 MA (rev. >- 67 ) 




ps-^f. — 


V A.Y >w ^-r.i 

**“ • ^ . * * 
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NOTE ATTACHED TO OGC 71-0143. 
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( C 76-0032 
3 January 1977 


MEMORANDUM FOR THE RECORD 

FROM: Andrew J. Percival 

Assistant General Counsel 

SUBJECT: Project SPACE Funding 


At 4 p.m. , 9 December 1976, the General Counsel informed the 
undersigned that he was reviewing the legality of the funding for 
project SPACE with the profits from TO MINERVA. Project SPACE 
proprietary TOSHIELD is currently negotiating a contract With Collins 
Radio involving $222,900.00. This sum is derived from the profits of 
TOMINERVA. In view of the reconsideration of the legality of the funding 
it was determined that the most prudent course of action would be to 
delay implementation of the Collins contract until a final legal deter¬ 
mination has been made . DC/Div D/SPB was immediately informed that 
the contract with Collins Radio should not be concluded until a legal 
decision has been reached on the funding. He was advised to take the 
steps that he deems necessary to implement this decision. The General 
Counsel states that his review will be concluded by approximately 
15 December 1976 . / J 



cc: Mr. Paul Risen 


A. JP: k as 
Distribution: 


Original - SPA.CE 

1 - AJP Signer^ 
1 - Chrono <' 
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13 September 1977 


MEMORANDUM FOR: Mr. Anthony E. Goldin 

Assistant General Counsel (DDO) 

FROM : Joyce R. Herrmann 

Chief of Operations, NE Division 

SUBJECT : Use of Communication Information Obtained 

From U.S. Firms for use Against Foreign 
Targets 


REFERENCE : Your Memorandum to C/NE/TOS Concerning 

Collins Radio Company Activities in Morocco 
dated 16 August 1977 


1. This memorandum which grows out of the conversation 
we had in your office on 8 September 1977 in which Mr. Michael 
Prompovitch (C/NE/TOS) participated, will serve to update the 
information on which your memorandum of 16 August 1977 is 
based and to correct any earlier misconceptions. 

2. Over the past year Mr. Prompovitch has collected 
technical information on various sensitive communications 
systems in numerous Middle East and North African countries 
from U.S. commercial company personnel with whom he has been 

in contact because of his duties. Because of the good personal 
rapport he established with various officers in these companies 
he was able to obtain from them blue prints, drawings,and other 
technical data, specifically; frequencies, location of sites, 
network drawings, channel allocations, and user identities. 

We plan to use this foreign intelligence to penetrate selected 
communications targets abroad. 

3. Appearing below is a list of the companies and the 
officers from whom Mr. Prompovitch obtained the information, 
and the countries where we hope to mount operations: 


E2 IMPDET 
CL BY 054979 


1 f; 





SELF. b“T 


'&JLC I ^ 


tojzJzs- £,<?. in* 
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— n — e c i\ 

Ej 1 


Company 

Officer 

Country 

Motorola Radio Corporation 
Chicago, Illinois 

Vice President in 
Charge of Marketing 
for Middle East 

Vice President in 
Charge of Marketing 
for Africa 

Morocco 

Algeria 

Egypt 

Abu Dhabi 
Syria 

Collins Radio Company 

Dallas, Texas 

Manager of Special 
Projects Division 

Egypt 

Morocco 

Datotek Corporation 

Dallas, Texas 

President of Dato¬ 
tek Corporation 

Egypt 

Telcom Corporation 

Tysons Corner, Virginia 

Executive Vice Pres¬ 
ident in Charge of 
Domestic Sales 

Saudi Arabia 
Jordan 

Uganda 

Egypt 

Stromberg Carlson Corporation 
Syracuse, New York 

Marketing Agent for 
Domestic Sales 

Various Arab 
States 


4. In every case the corporate officer knew that Mr. Prom- 
povitch was a CIA officer and a specialist in communications 
and realized that the information he was passing to Mr. Prompo¬ 
vitch would be put to further use by the U.S. Government. In 
every case the information was given freely to Mr. Prompovitch; 
no rewards of any kind were given for the documents received 
from these companies. 

5. We are attaching a determination by C/NE that the 
information obtained by Mr. Prompovitch constitutes foreign 
intelligence pertaining to the communications systems used by 
foreign powers and as such can be used by us or by NSA over¬ 
seas. It is our intention to obtain similar information by 
similar means from other U.S. commercial companies for further 
operational use overseas. 

6. The Central 
been informed of the 


Attachment 
cc: CCS 


Cover Staff (Mr. Joel Keys C/CCS/CC) has 
above. 
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SECRET 




SUBJECT: 


DETERMINATION THAT CERTAIN INFORMATION 
CONSTITUTES FOREIGN INTELLIGENCE 


I am aware of the contents of the documents 
obtained by Mr. Michael Prompovitch from the various 
U.S. commercial firms listed in the accompanying 
memorandum and have determined that this information 
constitutes foreign intelligence as defined in Section 
5(a)(5) of Executive Order 11905. 



E2 IMPDET 
CL BY 056109 


SECRE T 
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16 August 1977 




MEMORANDUM FOR 


C/NE/TOS 


ATTENTION 

FROM 

SUBJECT 


Mr. Michael R. Prompovitch 

Anthony E. Goldin. 

Assistant General Counsel (DDO) 

Memorandum of 25 July 1977 Concerning 
Collins Radio Company Activities in Morocco 


1. This memorandum is in response to your question as 
to whether the Subject documents can be disseminated to 
the National Security Agency (NSA). 

2. It is understood that an acquaintance of yours, 
employed by Collins Radio, gave the Subject documents to 
you without your asking him for them and without your either 
offering to pay or paying him for his voluntary act. It is 
also understood that your acquaintance is witting of your 
CIA employment. The Subject documents are: (1) a Collins 
proposal, already presented to the Government of Morocco 
(GOM), for a high frequency communications system; 

and, (2) an internal Collins memorandum proposing a Collins 
response to a GOM request for a foreign broadcast monitoring 
system. Collins did not specifically authorize its employee 
to pass Subject documents to this Agency and is not aware 
that they have been giyen to us. 

3. Section 5(b)(7) of Executive Order 11905 prohibits 
CIA from the collection of information, however acquired, 
concerning the domestic activities of United States (U.S.) 
persons. "Collection" is defined at Section 5(a)(1) to mean 
any one or more of the gathering, analyzing, disseminating 
and storing of non-publicly available information w r ithout 

the informed express consent of the subject of the information. 
A U.S. person is defined at Section 5(b)(9) to be a U.S. 
citizen, a permanent resident alien or a corporation or 
organization incorporated or organized in the U.S. 

V 

4. Based upon the above facts, I see no issue of 
legality or propriety in your having received these documents 


E2 IMPDET 
CL BY 198950 
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from the Collins employee. This is an example of what is 
referred to as the "silver platter" doctrine -- you did nothing 
to solicit, encourage or reward the Collins employee; you did 
not intentionally or purposefully "gather" the documents. 

5. CIA cannot, however, disseminate the documents, which 
apparently constitute non-publicly available information, 
unless authorized by Executive Order 11905. Section 5(b) (7) (1) 
of the Order is an exception to the Section 5(b)(7) restriction, 
and it authorizes us to "collect" information concerning 
corporations which constitutes foreign intelligence or counter¬ 
intelligence. Foreign intelligence- is defined at Section 5(a)(5) 
to mean information concerning the capabilities, intentions 

and activities of any foreign power, or of any non-U.S. person, 
whether within or outside the U.S., or concerning areas outside 
the U.S. It is as much a substantive decision as it is a 
legal determination whether these documents constitute foreign 
intelligence. 

6. I recommend that a decision whether the documents 
constitute foreign intelligence be made by Chief, Near East 
Division (C/NE), or another, appropriate senior officer in NE 
Division. I think C/NE could properly determine that they 
constitute foreign intelligence based upon my understanding 
that they describe the communications system a foreign power 
is acquiring or seeks to acquire. I am not, however, "au 
courant" in the fine points of such matters. If C/NE determines 
the documents constitute'foreign intelligence, I believe it 
would be prudent to delete the names of the U.S. persons • 
mentioned in document - (2) (described above) before sending it 

to NSA. 
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MEMORANDUM FOR THE RECORD 


FROM: 


Andrew J . Percival 
Assistant General Counsel 


SUBJECT: TOTIGER - Collins Arrangement and a New Era in 

Cipher Equipment Control 


1. The prospective arrangement between the Collins Division of 
Rockwell International and TOTIGER, a European manufacturer of cipher 
machines, is nearer conclusion. TOTIGER has in the past and is presently 
producing cipher machines that NSA finds defiant of analysis. D/DS&T/OSO 
has tentatively devised a method of dealing with the problem that is 
satisfactory to TOTIGER, NSA, Collins and OSO. 

2. OSO has introduced TOTIGER management to representatives of 
Collins and its parent Rockwell with a view of fostering a commercial arrange- 
rnent. It is hoped that TOTIGER will purchase from Collins micro-processor 
designs for its new lines of equipment and eventually for all its equipment. 

A micro-processor is a solid state mini-computer which is the heart of many 
modern cipher devices , Collins would also manufacture and sell the micro¬ 
processors to TOTIGER. The fact that the micro-processors are manufactured 
in the United States guarantees that the level of cryptology is acceptable to 
NSA. Any such devices exported from the United States must have a license 
from the Office of Munitions Control. That license is contingent upon NSA 
approval of the cryptology. This fact is known by those in the cipher machine 
trade and would seem self-defeating. NSA states, however, that the level of 
cryptology that is acceptable to them for export is of such a high level (as 
high as 10^) that expert mathematicians who are not aware of NSA's capabilities 
are at loss to understand how* useful and timely analysis may be accomplished. 

It is true that this applies only to determinate systems. The most secure of 
systems, random generated key, is not susceptible to analysis except in cases 
of error in usage. Random key is not conducive in practice to volume traffic 
and is a logistics problem. Most users have opted for determinate systems of 
sophisticated cryptologic algorithm . 

3. Collins, one of the worlds largest producers of telecommunications systems, 
has no cipher equipment of its own manufacture. Collins is interested in offering 
complete equipment packages to its customers including cipher devices. An 
arrangement may be reached between Collins and TOTIGER to include the 
latter's equipment in Collins systems packages . This will work to the benefit 

of United States SIGINT collection efforts, 
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4. Should TOTIGER find the price of Collins micro-processors to be 
too high based on the small volume of units required, several methods of 
fostering the relationship have been proposed. One method would be a 
classified contract between NSA and Collins for additional identical micro¬ 
processor units to be delivered to NSA thus effectively raising the volume 
and reducing the unit cost to TOTIGER. This contract would be entirely 
separate and without reference to TOTIGER. NSA would be purchasing the 
units for its own undisclosed classified purposes as it does with other contractors. 
Another method would be a direct subsidy to TOTIGER through a CIA funding 
mechanism. Other methods may suggest themselves as discussions progress 
and the arrangements made between Collins and TOTIGER come into sharper 
focus. 


5. The governments of West Germany and Great Britian are aware on a 
classified basis that arrangements are in progress to eliminate TOTIGER as a 
SIGINT problem. The government of Switzerland is peripherally aware that 
CIA is dealing with TOTIGER and Collins and has interposed no objection. 
Indeed, for reasons that are unclear, the Swiss have encouraged the relation¬ 
ship. 

6. With the addition of TOTIGER to the stable of the TOARIEL and the 
TOMINERVA operations as well as the inhex-ent constraints on U.S. produced 
equipment through the Office of Munitions Control, the large majority of cipher 
equipment available in the market place to all but a few world powers will be 
susceptible to analysis and intelligence collection efforts. 

7. A NSA representative has informally stated to the undersigned that these 
three projects will account for 90% of the intelligence "take” from diplomatic 
third v/orld communications. That "take” is estimated at 90,000,000 w'ords 
annually. 

8 . D/DS&T/OSO/SPB has stated that they will make every effort to keep 
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